Assessing Per-Sample Membership
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Motivation

= A Membership Inference Attack (MIA) [5] aims to determine whether a specific data
point z was used to train a model.

® |n the black-box setting, MIAs often use the point’s loss ¢(z) to distinguish training (IN)
from non-training (OUT) points (Fig. 1a).

m M|As are used to audit empirical privacy leakage, specifically in differentially private
(DP) models [2, 3].
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Figure 1. Membership inference: black-box attack scheme (a); global audit (b); per-sample audit (c).

® Privacy risk is highly heterogeneous: a few outliers are far more exposed than typical
samples (Figs. 1b-1c).

® Per-sample audits, using attacks like LIRA [1] or RMIA [6], typically require hundreds of
shadow models.

Question

Can the privacy vulnerability of individual training points be assessed without training
shadow models?

Toy model: Gaussian Linear Regression

Which points does a membership attack expose most, and why?

We study a Gaussian linear regression model, in which per-sample vulnerability can be
analyzed explicitly.
m [ix a target point z; = (z;, ;).
® [o simulate the shadow model setting, draw the remaining n — 1 samples from:
X; ~N(0,%), Y |X;~N(X/0,0).

® (it OLS models with and without z;, and denote their losses on the target by ¢; (IN) and
¢_; (QUT).

® The quantity of interest is the per-sample loss gap ¢_; — ¢;, exploited by most MIAs.

Result: the loss gap is governed by leverage x error?

Proposition
The expected loss gap between the OUT and IN models satisfies

]
n—p+0<(n—p)2>'

= The structural error ¢; = y; — x,' @ measures the target’s deviation from the true regres-
sion mean.

= The population leverage score h;; = r! Y1z, measures how unusual its features are.

® [he expected loss gap is largest when both quantities are large, and decreases asn —p
SrOWSs.
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Figure 2. Effect of a target point’s leverage and structural error on the fitted regression line. The largest
shift occurs when both are high.

® |0 this model, population leverage h;; and squared structural error e govern the per-
sample vulnerability to loss-based MIAs.

B [he most exposed points are outliers in the feature space and have large structural
errors.

From linear models to deep networks
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Can we estimate this gap in deep networks without retraining?

B Two estimators. \We use influence functions [4] and a Newton-step approximation to
estimate the loss gap without retraining.

m | ast-layer approximation. Treating the final network layer as a linear model allows us
to derive computationally cheap vulnerability scores.

We derive closed-form loss-gap estimates for regression (with direct extensions to classi-

fication):
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where:

m h; =a! (X' X) 'z, (leverage): Distance of x; from the rest of the data.
e =y — x?@ (residual): The model’s prediction error.

These quantities are the observable counterparts of the theory: e; ~ ¢; and h;; ~ h;;/n,
~IF - . .
so Al. = 2e2h;; matches the theoretical model’s proposition.

Our approach

—IF —~NS . :
FEvaluate A¢, and A¢; on the final layer of a single model to generate computation-

ally cheap, per-sample vulnerability scores for membership inference.

Experiments: recovering LIRA's most vulnerable points

Comparison across 8 dataset-architecture pairs. LIRA uses 200 shadow models; our
scores use one.

® Measure the overlap between LiIRA's and each score’s top-k% most vulnerable samples,
as k varies.

® Higher recall means better recovery. The diagonal represents random ranking.
= Comparison with two other cheap baselines: the loss ¢; and the gradient norm [|Vg4;||.
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Figure 3. Recall of LiRA's top-k£% most vulnerable samples recovered by each surrogate (log-log scale).
Dotted diagonal: random ranking.

Our scores outperformed other cheap baselines on /7 out of 8 models, recovering up to
90% of the top 1% most LiRA-vulnerable points (when retaining the top 5% of points),
using only one model.
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Conclusion

® Main idea: Per-sample MIA risk is well approximated by loss x leverage.

® | imitation: The theory is derived from linear models, and the deep-network score
IS only a surrogate.

m Uses: Canary selection, first-pass audits, and per-sample privacy training.
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